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EPM Experience
Supporting Nuclear Cyber
Security Programs

EPM has a highly experienced team supporting all phases
of Nuclear Cyber Security Project Implementation.

EPM is equipped to support with Cyber Security Consultants
experienced in all aspects of Nuclear Cyber Security program
development and implementation, including Cyber Security Risk
Assessments, Design Document Review, Security Control Analysis and
Policy & Procedure Development. Specific areas of expertise include
information security and risk management, business continuity and
disaster recovery planning, oversight of multi-disciplined teams, client
interface, and project coordination to support NRC, and NERC/CIP

compliance.

The EPM team has extensive fleet level knowledge in cyber security
training and program development, defense in depth protective strategy
development, and other requirements consistent with NRC Regulation
10 CFR,73.54. Team members have working knowledge of NEI 13-10,
NEI 08-09 Rev.6, NEI 10-04 and NEI 10-08, NEI 10-09, NEI 04-04,
Reg Guide 5.71 and NIST SP 800-53.

The EPM team is comprised of degreed professionals with skills in
nuclear engineering, computer science, combined with six years of
nuclear cyber security experience along with more than thirty years of
digital instrumentation and control system maintenance and engineering
experience. Our Cyber Security Assessment Group has Electrical and
[&C Systems Engineering, Operations and Cyber Security Consulting
experience at several nuclear power plants. Certifications currently

held by our Consulting Staff includes Information Systems Security
Professional-Information Systems Security Management Professional
(CISSP-ISSMP), Security+ and several SANS security engineer

courses. Team members hold or have held several CSAT and CSIRT
qualifications such as Cyber Security Specialist, IT Subject Matter Expert
(SME), Engineering SME, SRO and STA certifications. All Cyber
Security consultants and specialists currently hold nuclear power plant

access clearance at several nuclear sites and are in the critical group.





